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3awumTa ot DDoS aTak

"o radware
O @ 5O
300 Gbps
O6tbem Internet Tpadmka SLA 24/7/1 2 radware

lattielecom



PeweHus no ynpaBneHuu
yazBumocTtamu UT-cucrtem

RAPID

Nexpose Appspider Metasploit
CkaHep NMpoBepka 6esonacHoCTM TecTupoBaHue
yA3BMMoOCTeu BeO-npunoxeHun Ha NPOHUKHOBEHME
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OnbIT pa3BuTua 6e3onacHoOcTn
UHdpacTpykTypbl LHOO’oB

2015 2016 2017 Q2 2017 Q3
® ® ®
, I
“#radware  RAPID =l 1i
= [
MNepsbin TIER III Level 2 3awumTa ot YnpaBneHue Level 1 OnepaTtopckun
CepTudunumnpoBaHHbIN DDoS aTak YassumocTtaMmn uon

O[O B CeBepHou EBpone UT-cuctem
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BoctpeboBaHHbIe ycnyru
AaTa-ueHTpoB

2

XOoCTUHr
(TIERI/ TIERIIT)
A+ PCI DSS .

'\
)
Cuctema
pe3epBHOro

KONMpoBaHMUA
(BaaS)

YacTHoe o6nako
(Vmware, HyperV

.t* radware

Be3onacHocTb
(3awmTa ot
DDoS aTak)

My6nunyHoe
ob6nako
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TexHun4yeckoe peLueHue

Virtual Desktop Cluster Management Cluster

Connection ~ Connection SQL AD File

Server 1 Server2  Composer

Virtual Desktop Cluster Management Cluster

Connection  Connection SQL AD File

Server 1 Server2  Composer

Virtual Desktop Networl Virtual Desktop Network.

Internal / Management Network:

Internal / Management Network vCenter
DMZ Private Network: Server DMZ Private Network:
Security Security & Security Security &
Server 1 Server 2 i, Server 1 Server 2 o
Y RS

DMZ Public Network:

\ \
S N
) o
N N

ESXiVDI_L ESXi_VDI_2 ESXi VD3 ESXi 1 ESXi 2 ESXi 2

DMZ Public Network:

N N N

ESXi_VDI_1 ESXi_VDI_2 ESXi VDI 3 ESXi_1 ESXi_2 ESXi 2

CueHapun Ho.1 CueHapun Ho.2
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“Doops, your Important [lles are encrypted. ’ X
— €eHb
If you see this text, then your files are no longer accessible, because they

have been encrypted. Perhaps you are busy looking for a way to recover your
files, but don't waste your time, Nobody can recover your files without our
decryption service.

We guarantee that you can recover all your files safcly and casily, All you

need to do is submit the payment and purchase the decryption key. 27_MI.OHﬂ 201 7

Please follow the instructions: '

1. Send $300 worth of Bitcoin to following address: t
1Mz7153HMuxXTuRZR 1L 20mGSdzantNbBWX

Z. Send your Bitcoin wallet ID and personal installation key to e-mall
wowsmithl1Z3456@posteo.net. Your personal installation key:! .1
aBuBf £ -KN1ubE-T 26 RZ-uRZpUU-ZBmball-StXMHS -z jxgZF -yXqHPB-KIz46v-eSOqZt

If you already purchased your key, please cnter it below, —
Kew: -
P

MO101C
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Cutyauma nocrne aTtaku

Ha £ ¢

B B %
ce cepBepa Backup He NoMHbIi BoccTaHoBneHne Tpebyer
3awmnpoBaHsbl MHOIo BPEMEHMU
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@ 3 oHn

BoccTtaHoBneHue
KPUTUYECKNX
annnukauymmn

BoccTaHoOBINeHue

2 vepenb

BoccTtaHoBneHve
OCHOBHOW
JPYHKLMOHANBHOCTU

4 nepens

[MonHoe
BOCCTaHOBIIEHNE
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Kak npegorBpatuTh NOAOOHLIE

cUTyauum
| iy B0 a3
mHo3
| Clienppl e
DELL/EMC Cant aBapunHoro KoHCUCTEHTHbIE
DataDomain BOCCTaHOBMNEHUS CHanLwoThbl
HPE StoreOne (DRS)
CAPEX'!
CAP CAPEX % g '}
~200 00 @% ~120 000 EUR €= 10000 EUR
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3aTtpartbl

ANNNANNK

Jlerko
WHTErpupoBaThb U

Heckonbko
MUHYT

BocctaHoBReHue

Bbi6op
3aKa34yuKa
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Ntor

 |/IamMeHeHne mMbineHuns
e KoOMNEeTeHTHOCTb

- [loBepue
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