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Be3onacHocTb TpebyeT HOBOro nogxoAaa
CeTeBas 6e30MacHOCTb NMEPBOro NOKONEHUS

1995-2005 Connection
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Stateful Firewall
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Be3onacHocTb TpebyeT HOBOro nogxoAaa
CeTteBasi 6e30MacHOCTb BTOPOro MOKOSIEHUSA

2005-2015 Content

SOFTWARE

NGFW/UTM

5

SECURITY PROCESSORS
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Be3onacHocTb TpebyeT HOBOro nogxoAaa
CeTeBas 6e30MacHOCTb TPETLENO NOKONEHMUS

Borderless

Fabric — . Cloud Security
Infrastructure

\/ \ Application Security
\;\5\/\ ] E-E Network Security

\/ \ Access Security

Client/loT Security

0 )

SOFTWARE

SECURITY PROCESSORS

FABRIC INFRASTRUCTURE
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Yrpo3bl cTanu 6onee MHTENNEKTYalIbHbIMM

/
hMachinel'io EQE Fabric :/t/ Generation 3
M ine Att . b
SR /\/\/ INFRASTRUCTURE
Advanced —e= Advanced Threat
c Targeted Attacks ~“***** Protection
(@)
= Malicious ‘ " o
_c.cg Apps A Application Control
5) Malicious .
8 Sites ‘ Web Filter |
Q Spam g e Generation 2
% Botnets = CONTENT
E -
el Viruses L.
...g & Spyware Antivirus
(]
o Intrusion Layer 5-7: IPS
& Worms Content & Application
C';iﬁircf’ifr; Firewall/VPN
Layer 1-2: - i
Hardware Theft Fyhysical Lock & Key .A ggrll\lel\l’lgtcl:o_rr: OlN

1980s Today
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CoBpeMeHHbIe TpeHAbl — Internet 2 B Onnxkauwlee BpemMs

Bospocu.lee KOJIn4eCTBO aTak

A

o
SDN/NFV

Virtualization
80% npunoxeHnn
BUPTYanun3npoBaHbl

65K nHumageHToB B oT4éTe TONbKO Verizon DBIR

Software-defined
everything. SD WAN

SaaS

Mo cTtaTnctuke okono 10

NPUNOXeHUN KoMnaHum
pasMelleHbl B obnake

Mobile

He BHeOpéH KOHTpONb
ycTtpouncts (BYOD)

SSL Traffic Growth

40% Bcero Tpaduka
3awmgpoBaHo SSL

Social
POCT NCNOJ1b30BaAHUNA
MNOoNoCbI I'IpOI'IyCKaH N4

loT
35B ycTponcTs S
MOAKIOYEHO K ceTu S0
\““"‘V
a4
Analytics
Big Data

100G

Bandwidth

Wi-Fi gocTtur ckopocTen
LAN. 100G cetn yxe
NocTpoeHbI. PocT 6usHec
Tpadumka Ha 20%
eXerogHo.

5G

Wireless

Internet 2
100 Gbps u

UHDTV
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NoTpebHOCTU B aHanu3e SSL pacTtyT

SSL AaHHbIX HA AAHHbLIN
MOMEHT

..40%

Beb-6paysunHra B HTTPS (SSL)

SSL

Secure
Connection

WcTouHuk:
Google Web Performance Labs

LUndpoBaHHbIX BpeAOHOCHbLIX
KoaoB

..00%

Konun4yecTtBo aTak ¢ ucnosb3oBaHneM
LndopoBaHus nporHosmpyetca B 2017*

UcTOYHMK:
Gartner
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Bo3moxxHocTen ansa Knbep-atak crtano donblie

v

CoBpemeHHasa 6e30MacHOCTbL He UMeeT rpaHuL,

MoOounbHOCTb

= CeTun
= [punoxeHuns o
= [1aHHbIE

= Jlroaun
|

N

BHyTpeHHWi - BHeLHUN
cermeHT CermMeHT
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CoBpemMeHHble CeTU He MMEeKOT rpaHuL — apXnTekTypa
CEeTEBOWN CerMmeHTauunm

HepoBepeHHbIn
YPOBEHb

[loBepeHHbIn
YPOBEHb

Orchestration
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OABPUKA BE3OINACHOCTM

Pabpunka 6e3onacHOCTU 3TO KOHLUENUUsA, KoTopasa obecrneynBaeT 6e3onacHoCTbL 0e3
KOMIMPOMMUCCOB, C KINo4YeBbIMU OCOOEHHOCTAMM:

NOC/SOC

-— f
v' Be3onacHocCTb / / \
v MacwTtabupyemocTb \
v' OcBeAOMMNEHHOCTb - @ Yy O Cloud
v [OencTBuUSA /\
v OTKpbITasn '\ @\ \l
v Bceob6bemnioLas .. 6 / p 4 / pa

&~

Partner API
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Fortinet “®abpuka besonacHocTn”

Llenbin KoMnnekc peweHnn ana obecneyeHus coBpemMeHHon 6e30nacHOCTMU:

il &

ENTERPRISE CLOUD ADVANCED THREAT APPLICATION SECURE
FIREWALL SECURITY PROTECTION SECURITY ACCESS
FortiGate ForitGate VM (Virtual FW) FortiSandbox FortiMalil i
- Next-Generation FW FortiGate VMX (SDN Virtual FW) FortiMail Fortiweb Fort!AF_’ )
- Data Center FW FortiGate VM for Public Cloud Fortiweb FortiADC Fort!W'F'

Internal Segmentation FW - AWS FortiClient FortiDDoS FortiCloud AP Management
Distributed Enterprise FW - Microsoft Azure FortiCloud Sandboxing FortiDB FortiSwitch
FortiWiFi - OpenStack FortiWwAN FortiAuthenticator

FortiManager FortiToken
FortiAnalyzer FortiCache ,
FortiSIEM FortiExtender
FortiCloud
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OABPUKA BE3OINACHOCTM

SECURE ACCESS

FortiSandbox

DATA CENTER/PRIVATE CLOUD

Top-of-Rack

FortiSwitch

Switching Protection ; : E/"
< Web Servers ( )
‘ 3 SN

FortiWeb

IP Video Web Applica

Security

FortiSwitch
Switching

CAMPUS

FortiExtender
LTE Extension

BRANCH
OFFICE

O O

e [Sla

APPLICATION ADVANCED THREAT CLOUD SECURITY
SECURITY PROTECTION

= Windows Azure

Fortinel }

A

ENTERPRISE
FIREWALL

PUBLIC CLOUD szﬂe§f6rce.com

FortiCloud AP Management

7 FortiCloud Sandboxing
-

Fi:RTINET

C
S

FortiCloud

FortiManager

OPERATIONS CENTER
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MacwTtabupoBaHMe Npon3BOAUTESILHOCTH
oT |0T oo O6navYHbIX BbIYUCIIEHUMN

Firewall

Firewall + App Control

IPS (HTTP)

App Control (HTTP)

NGFW (IPS + App Citrl)

Threat Protection (IPS + App Ctrl + AV)
SSL (IPS Enabled)

Reporting On

Virtual/Cloud

Chassis

Entry-Level
loT Embedded Small Data Center Large Data Center
CepBuCbI KOMaHAbI FortiOS FortiManager FortiCare and 360°
FortiGuard EovHas EnonHasa KoHconb CepBuUcChI noaaepKkKm
onepauuoHHas ynpaBneHus TAC
cucrtema
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[MapannenbHaa obpaboTka nakeToB

Tonbko CPU NMapannenbHaa o6paboTka naketoB (PPP) i )
| YBGHM%-IMe
npon3BoaunUTEesIbHOCTU
YnpaBneHune
nonnTnkamMmm

O6paboTtka
nakeToB

NHcnekuuns
KOHTEeHTa

YnpaBneHue
nonuTUKaMm

OntTnmunsaumns

my6okas nHcnekuus ﬁ R

SoC YMeHbLleHune
3aepPXKKn

YMeHbllueHue
3HepronoTpeneHus
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BupTyanusauusa BbIXOAUT HAa HOBbIU YPOBEHb

To Virtualized Elements

Detection VRouter VEPC vFW AVAS\ viIDS

Router EPC Firewall Intrusion l VM: VM: VM: VM: VM:

== —— System

¥

SDN:/NFV Inffrastructdre

“WHITE BOX” CTAHOBUTCSHA HOBOW
CEPBEPHOMU MNJIAT®GOPMOMW
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SD-WAN B FOS 5.6

Fortinet Press Release — April 4t

Securit . E] Management _
Y @ J = Centralized Management
EI = Orchestration (Service Chaining)
= Zero-touch Deployment
- 3O O O
= Link Path Controller and Health Monitoring

‘ = é. = Dynamic SaaS Application Database
E = IPSec VPN Tunneling
Transport O O O O = Prioritized Business Applications
SD WAN (Traffic Shaping)

= Security Processor-powered Appliance

ooo0 : :
m— H_ybnd Appllgnce for vCPE
= = Virtual Machine
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https://www.fortinet.com/corporate/about-us/newsroom/press-releases/2017/new-sd-wan-security-fabric-distributed-enterprises.html
https://www.fortinet.com/corporate/about-us/newsroom/press-releases/2017/new-sd-wan-security-fabric-distributed-enterprises.html
https://www.fortinet.com/corporate/about-us/newsroom/press-releases/2017/new-sd-wan-security-fabric-distributed-enterprises.html
https://www.fortinet.com/corporate/about-us/newsroom/press-releases/2017/new-sd-wan-security-fabric-distributed-enterprises.html
https://www.fortinet.com/corporate/about-us/newsroom/press-releases/2017/new-sd-wan-security-fabric-distributed-enterprises.html
https://www.fortinet.com/corporate/about-us/newsroom/press-releases/2017/new-sd-wan-security-fabric-distributed-enterprises.html

SDWAN - OueHKa KayecTBa KaHanoB CBA3M

. MapLLIpyTI/I3aLI,VIFI Ha OCHOBE Ka4deCTBa KaHaJ10B CBA3U

= [logaep)kka 3a4aHHOTO YPOBHS JOCTYNMHOCTU NPUMNOXKEHWU

= Y4YeT CTOMMOCTW KaHanoB nepegadn gaHHbIX

Latency = 25 ms
Jitter =1 ms
Packet Loss =0 %
BW = 200 Mbps

SDWAN BupTyanbHbIN NUHK

AN

Distributed Edge/Branch Office

%E ﬁa» ‘
gy,
I4Q lnt&
L "flgt
E «é»
& % MDLS

Public Cloud

amazon

webservices

SaaS

salesforce

1] Office 365

HQ/Datacenter

W
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IJeTtanbHbIN aHanNn3 Tpaduka NpPUNoXeHUn

= ObGecneyeHne paboTbl BU3HEC-KPUTUYHBIX NPUMNOXKEHW

= SSl-aHanuna Tpaduka npuaxeHum

Public Cloud

— SDWAN BupTyanbHbIN NINHK
Bonee 3000 Supported Applications

e

Va7l

Moapepxka pasnnuHbix SSL Ciphers . A
¥
3 §j SaaS
A |
1] Office 365

«h»
Q @ B

HQ/Datacenter

E%f

Distributed Edge/Branch Office

F::RTINET



Bbonbwaga Busyanusauma yctpoucts 6e3onacHoOCTH
ynpolwjaeTt 3agavyy cerMmeHTauuu

Physical

Public Cloud

(B
(®

Private Cloud

Internet

Email

WAF Sandbox Analytics

N I N
1/ = | /)
I KX I KX
NGFW.1 ISFW.1
I N
—l VAN
]\

ISFW.2

57

Switch.1

B =

Switch.2 »)

HoBble ycTpoicTBa u onpeaernieHue cratyca

HoBbI MexaHM3M onpeaeneHns TPeHA40B

HoBbI MHCTPpYMeHT Bu3yanusauum FortiView

HoBbIn MexaHn3M nogaBrieHUs aTak u KapaHTUH

F:ERTINET




BbICTpbLIXN OOCTYN K aHanu3y NokKaribHbIX U %,
é&?
rnodanbHbIX Yyrpos %,
FortiGuard
(Global)
FortiSandbox
(Local)

FortiAnalyzer

loCs @

loCs

Fortiweb FortiMail
FortiGate
FortiClient FortiGate
KnacrtepHbiu aHanus yrpo3 pacrnpeneneHHbIn Koppensauusa rnobanbHbIx I0Cs 1 ceTeBbIX
no ®abpuke 6e3onacHOCTK obecrevmnsBaeTt XKypHaroB cobbITuin onpeaenstoT HOBbIE Yrpo3bl

BbICOKYH CKOPOCTb peakunn
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Ayant dpabpukm 6e3onacHoOCTU

WHankaTopbl BU3yaribHOIo

ayauTa
Priority
Severity 1.
Number

2.

_/
-\ 3’
4,

Firewall Identity

3anyckK ayauTa
(Priority-based)

Element

AWSFW.1

Severity

BbinonHeHue pekomeHAauum

No.

= Jlyylime npakTuku

o v' AOMWHUCTPATMBHbIA OOCTYM

L v' Tekywas npolumska u
NOANUCKM

@ v" OueHka paboTbl XXypHanos
coobITUM .......

(6 =  OT4YeTHOCTb

0 = [LlaBrioHbl COOTBETCTBUS
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FortiGate 200D NGFW-PRI

I Favorites v Security Fabric Audit
FortiView Physical Topoloj . o
v poEY (% Detect Security Fabric FortiGates ) @ Audit > € ApplyRecommendations Il FortiGates - [Pl AllResults (160) & Print
FortiView Logical Topology
P—— . |
|Psec Monitor @ 82tests passed 47 tests have unmet dependencies ) 24 testsfailed (&) 7 tests are currently not applicable
B Rolicy Firmware & Subscriptions FortiGate Result Severity Recommendation
FortiView Sources . . . . P
Compatible Firmware FG1K2D-DCFW (FG1K2D3115800062) [x] Update FortiGate version to v5.4.2 (current version is v5.4.0).
@ Dashboard Al FortiGates in the Security Fabric should run the same firmware version.
a FortiView N FortiGate-ISP (FGYM010000055664) [x] Update FortiGate version to v5.4.2 (current version is v5.4.0).
«» Network > [x) Update FortiGate version to v5.4.2 (current version is v5.4.0).
£ System 4 Internal Segmentation Firewall (ISFW) FortiGate Result Severity Recommendation
Policy & Object: >
&, Policy jects Device Discovery VPN-Branch (FG0DP3Z14000431) Enable device detection on the following interfaces:
& Security Profiles > || Interfaces whichare classified as "LAN" or "DMZ” should have device
ternalB
detection enabled. -: - -
L VPN > 0
& User & Device >
= WIFi & Switch Controller > Third Party Router & NAT Devices N 1]
lail Log & Report N No third party router or NAT devices should be detected in the network. [x)
€ Monitor >
VPN-Branch (FGIODP3Z14000431)
© 49
Endpoint Compliance FortiGate Result Severity Recommendation
Endpoint Registration VPN-Branch (FGPODP3Z14000431) Enable FortiTelemetry on the following interfaces:

Interfaces which are classified as "LAN" should have FortiTelemetry enabled. ternalB

o Il

FortiClient Protected ISFW-ENG (FG140P3G15801748) Install FortiClient and register the following devices with the FortiGate:
All supported devices should be registered via FortiClient. o DESKTOP-VF8OH23
3

DESKTOP-VF8OH23
Security Best Practices FortiGate Result Severity Recommendation
Detect Botnet Connections NGFW-PRI (FG200D4615808531) Block outgoing connections to botnet sites on the following interfaces:
Interfaces which are classified as "WAN" should block or monitor outgoing I Hish | [ Uplink to ISP (wan1)
connections to botnet sites.

VPN-Branch (FG90DP3Z14000431) Block outgoing connections to botnet sites on the following interfaces:

---------------------------------------- (<3 Hien | © FEX40D

Block outgoing connections to botnet sites on the following interfaces:

© EEEM | 5 uminoncrwiwany

[} < Back Next > Cancel
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Virtualization & SDN/NFV

OTKpbITOCTL — PabpuKa NO3BONAET UHTErPUPOBATLCH
C ApyrMMu cpeacrtBamMm 6e3onacHoOCTU

CLOUD ENDPOINT & loT
Fabric Ready 3] /4 m ¢ A 5 \ CAR BON B
BROCADE= £ nuagenetworks (V) %HPE Helion  BLACK @ N0OZOWI
:TT]\‘VG;E ' VERISIGN® S o
N D A LEEL =. Azlarr(;SO ti FERTINET|
ARISTA _ e R,
. = . ’ N L Vs Fa;).ri-c Ready x Zal e n
>Xbig switch Ci'l'Rlx® Ncorsa NEC = @ NTT #% BV Cloud & Pulse Secure: >
networks ° ERICSSON 1 i a -
MANAGEMENT SIEM SYSTEMS INTEGRATOR
FEERTINET |FEIRTINET. FEIRTINET S AL i
Fabric Ready X/ Fabric Ready ! Fabric Ready _y] ) i I e Curi
QUALYS ——\ WhiteHat 1 § IBM Security Hewlett Packard X
ot secury | o Hewlett Packard Enterprise
FE:RTINET Enterprise

Fabric Ready x| - BRADFORD
i G = IN| NETWORKS

@) Centrify @algosec e
gemalto @ :
Skyh)x* = Extreme

onnect Beyond the Net:

FI REWM N

splunk >

. . dimension &
QCapg_{{'mnn data AA

— >
_NTT Communications accenture

High performance. Delivered.
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