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Ton 10 rmo6anbHbIX 6u3Hec puckoB B 2017 roay

% HaHHble
2016r.

1 (38%) 9 = 8 : 31% o 2016: 144

lMpepbiBaHne bun3Heca (I'IpeprBaHVIFI N yA3BMMOCTU B LiENn I'IOCTaBOK)

Pa3BuTune pbiHKOB (HEMOCTOSIHCTBO, UHTEHCMBHAS KOHKYPEHLMS, 31% 2 (34%) Cyberincidents Natural catastrophes

yher crimne, ITLibuse, dota bres ¢ (¢.9. stofm, lood, carthquake)
Rl O e e e e 2l el O O 2 A Plnli iR
T 7

Knbep-nHunaeHTsl (knbep-npectynneHus, otkas AT 30% 3 (28%)
NHMPACTPYKTYpPbl, HAPYLUEHNE AaHHbIX)

30% ¢ 2016 24% < 2016: 24 (4

— Changes in legislation Macroeconomig developmefits
[MpupoaHble kaTaknuambl (yparaHbl, HABOAHEHUS, 3eMMETPACEHNS) 24% 4 (24%) and reguistion SN a
(government change, 6CONOMIC
52 w, protectionism, etc.) A5

M3meHeHns B 3akoHOZaTENbCTBE 1 NpaBunax (CMeHa 24% 5 (24%) )

0, 3 0, b
NPaBUTENbCTBA, 9KOHOMUYECKME CaHKLIMM, NPOTEKLIMOHN3M) 24% v 20162649 22% 4 2016
MaKpO3KOHOMUYECKOE Pa3BUTME (MPOrPaMMbl KECTKOM SKOHOMUM, 22% 6 (22%) | R i ”,“"_‘ii",{.,’.‘f,.'{f;w/;_
NoBbILLIEHWE LIEH Ha TOBapbl, Aednauuns, MHONALNS) ! 2
Moxap, B3pbIB 16% 8 (16%) 16% -2 - 14% - 206N 6
Monutrnyeckne pucku n Hacunue (BONHa, TEPPOPU3M) 14% 9 (11%) Lossofreputation. R | New technologies

or brand value 1 "

[MoTeps penyTaumm unm LLEHHOCTM TOProBOW MapKu 13% 7 (18%)
HoBble TexHonornn (BNMsiHUE NoBbILLAOLWLENCs B3aMOCBS3N, HaHO 12% 11 (10%) 13% v 2016 - 12% 016

TEXHOJSTOMUU, NCKYCCTBEHHbIN MHTENNEKT, 3D — nevatb, APOHbI) Ia llleleCOm
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ATaka Kak ycnyra

boTHeT ycnyru

[laHHble Ana npogaxu
BpenoHoCHbIe nporpailnwb,l_/ T

UcmoyHuk: Juniperresearch, 2015
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From: Armada Collective <armadacollectivedos: enmailbox.org>
To: info v,

Date: 03/11/2016 12:30 AM

Subject: DDOS ATTACK

FORWARD THIS MAIL TO WHOEVER IS IMPORTANT IN YOUR COMPANY AND CAN MAKE
DECISION!

We are Armada Collective.
http://lmgtfy.com/?g=Armada+Collective

211 your servers will be DDoS-ed starting Wednesday (March 16.) if you
don't pay protection fee of 25 Bitcoins @
18A7h9%6ueXaoRKgEWQsQ7HOWkhRSTZgpUE

When we say all, we mean all - users will not be able to use your
services at all.

If you don't pay by Wednesday, attack will start, price to stop will
increase to 50 BTC and will go up 25 BTC for every day of attack.

This is not a joke.
Our attacks are extremely powerful - sometimes over 1 Tbps per second.
So, no cheap protection will help.

Prevent it all with just 25 BTC @ 18A7h96ueXaoKRgEWQsQ7HOWkhKSTZgpUE
Do not reply, we will probably not read. Pay and we will know its you.

AND YOU WILL NEVER AGAIN HEAR FROM US!
Bitcoin is anonymous, nobody will ever know you cooperated.

lattielecom
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From: Armada Collective <armadacollectivedos: enmailbox.org>
To: info v,

Date: 03/11/2016 12:30 AM
Subject: DDOS ATTACK

FORWARD THIS MAIL TO WHOEVER IS IMPORTANT IN YOUR COMPANY AND CAN MAKE
DECISION!

We are Armada Collective.
http://lmgtfy.com/?g=Armada+Collective

211 your servers will be DDoS-ed starting Wednesday (March 16.) if you
don't pay protection fee of 25 Bitcoins @
18A7h9%6ueXaoRKgEWQsQ7HOWkhRSTZgpUE

When we say all, we mean all - users will not be able to use your
services at all.

If you don't pay by Wednesday, attack will start, price to stop will
increase to 50 BTC and will go up 25 BTC for every day of attack.

This is not a joke.
Our attacks are extremely powerful - sometimes over 1 Tbps per second.
So, no cheap protection will help.

Prevent it all with just 25 BTC @ 18A7h96ueXaoKRgEWQsQ7HOWkhKSTZgpUf
Do not reply, we will probably not read. Pay and we will know its you.

AND YOU WILL NEVER AGAIN HEAZR FROM US!
Bitcoin is anonymous, nobody will ever know you cooperated.

25 BTC =
50 000 USD

lamselecom
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BnnaHne DDoS—aTtak Ha busHec

BPEMEHHO MOTEepPAnN OOCTY
K MHdbopMaLun

HE B COCTOSIHUM BbIMOMHATh
CBOI OCHOBHYHO
NEeATeNbHOCTb

33% npouHdopMmpoBany 06 ynyLleHHbIX BO3MOXHOCTAX U KOHTpaKTax
29% ycneLHbIX aTak HeraTMBHO MOBMMSNM HA OLEHKY KPEAUTHOro penTuHra
26% KOMNaHWM YBENUYUIIA CTPaxoBble B3HOCHI

McTouHuk - Kaspersky Lab.

latmielecom
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BnunaHne DDoS—aTtak Ha bu3Hec

Kaxpaa otpacnb nopy npuienom
| 3%
TENEROMVD SREASHM

3%
RPTIE

41%
UT/ SaaS/
O6nauHble
ycnyru

BPEMEHHO MOTEepPAnN OOCTY 43%
K MHdbopMaLun e

,_\I

HE B COCTOSIHWV BLIMOMHATL 5%
CBOIO OCHOBHY!O =
nesTenbHOCTb C N

33% npouHdopMmpoBany 06 ynyLleHHbIX BO3MOXHOCTAX U KOHTpaKTax
29% ycneLHbIX aTak HeraTMBHO MOBMMSNM HA OLEHKY KPEAUTHOro penTuHra
26% KOMNaHWM YBENUYUIIA CTPaxoBble B3HOCHI

McTouHuk - Kaspersky Lab.
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IT mMmogenb ANA Bawero oMsHeca

TpeHO —
OunsHec
YXOOUT B

CoOcTBeHHas nnowjaaka Outsourcing napTHep

- lNonHbIN KOHTpONb U cBOGOAA OHNavH - YactnyHasa cBobopa
-  WHpuBuayanbHbIN peweHue - Enterprise peweHue
-  CAPEX -  OPEX
- Cneuuanusauua v rapaHTum no SLA -  NMoppepxka 24/7

- OnacTUYHOCTb

lattielecom


https://www.google.lv/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjF5Pbig-7KAhUFCpoKHR5YDh0QjRwIBw&url=https://commons.wikimedia.org/wiki/File:Lattelecom_logo.svg&psig=AFQjCNFy3cA8nNihKKcFMFgMlNId9zJEYw&ust=1455222327830823
https://www.google.lv/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjF5Pbig-7KAhUFCpoKHR5YDh0QjRwIBw&url=https://commons.wikimedia.org/wiki/File:Lattelecom_logo.svg&psig=AFQjCNFy3cA8nNihKKcFMFgMlNId9zJEYw&ust=1455222327830823

¥ [H

rrrrrrrrrr

HHIITTHITNN BRSNS,

lattielecom


https://www.google.lv/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjF5Pbig-7KAhUFCpoKHR5YDh0QjRwIBw&url=https://commons.wikimedia.org/wiki/File:Lattelecom_logo.svg&psig=AFQjCNFy3cA8nNihKKcFMFgMlNId9zJEYw&ust=1455222327830823

UHdpacTpykTypa LleHTpoB O6paboTkm [aHHbIX
rpynnbl Lattelecom
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UHdbpacTpykTypa LleHTpoB OOpaboTkn [aHHbIX
rpynnbl Lattelecom
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UHdpacTpykTypa LleHTpoB O6paboTkun [laHHbIX
rpynnbl Lattelecom

O6nayHble nnatcgopmbl 6 TO4YeK npurcy'rCTva» (POP)
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UHdbpacTpykTypa LleHTpoB OOpaboTkn [aHHbIX
rpynnbl Lattelecom

6 Touek npudyTCTBMﬂ '(APOP)

O6nayHble nnatdopmbl

 CepTudmkaTtbl
HageXHOCTH
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rpynnbl Lattelecom

O6nayHble nnatcgopmbl 6 TOYeK NpUcyTCcTBUA (POP)

; . . radware
w RAPIDY)
CepTVI(bVIKaTbI

HageXHoCTU PeweHusn 250+ 3kcnepToB

6e3onacHOCTH Ia fﬂe|ec0m
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PewleHne ansa 3aka34vmka

Llenb npoekra:

F'MOGKOCTbL B NCNONb30BaHUU
pecypcoB
OnTnMmusauumsa pacxonos

PeweHunsa no obecnevyeHuto
6e3onacHocTu (3awmTa ot DDOS)

lamielecom


https://www.google.lv/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjF5Pbig-7KAhUFCpoKHR5YDh0QjRwIBw&url=https://commons.wikimedia.org/wiki/File:Lattelecom_logo.svg&psig=AFQjCNFy3cA8nNihKKcFMFgMlNId9zJEYw&ust=1455222327830823

TexHU4YeckKoe pelleHune

(-:TaTquCKMe

n : CraTtnyeckne
e : OaHHble :
(channe) (cbannbl) \
50 000 ceccum : '
<: XpaHunuie
AaHHbIX
WHTepHeT WEB (http) i  Cepsep :
cepBep NPUIOXEHUN O(bI/IC
dopmrpoBaHue n
npepgocTaBneHne  : OAroToBka : CYBA nm
poctyna k WEB ANHaAMNYECKNX gcneumanmmpOBaHHaﬂ
cTpaHuuam no E AaHHbIX U é ounbnunorteka \ /
npoToKony : CTpaHnu g
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PesynkTat ona 3aka3yuka

be3 nusectnumn B IT MHPPaCTPYKTYpYy

[TonyyeHne MOLLHOCTEN B TEYEHUN HECKOSTbKUX MUHYT
Onnata no mogenu Pay As You Go

3awmTta ot DDoS aTtak
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YemMy 3TOT Kemc Hayuun Hac

HeobxoauMoCTb CTpecc-TecToB ANst MHAPaCTPYKTYpbl

N3meHeHne ngeonornm ceTeBoro pewieHuda B laaS

BaxxHO ymeTb NOHATb crneunduky brusHeca 3akasdmnka
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Datacloud Awards 2017 Set To Recognize the Best in Data Center &
Cloud Inspiration, Innovation and Excellence
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