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TeHAeHUMN pa3BUTUSA pPbiHKA MHPOPMALMOHHBLIX TEXHONOIMUM

4 Big Data OBbeEM CreHEPUPOBAHHBIX AOHHBIX HO MAQHETE, | IDC 3
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Tenekom

=  Kaxabl U3 nonb3oBarenen rmobanbHoOn ceTn reHepupyeT bonblue Tpaduka, 4em BcH
BcemupHaga naytuHa 30 net Hasag

» B 2014 rogy nHTepHeT-TpaduK BblpocC, No cpaBHeHUto ¢ 1984 rogom, B 2,7
munnnapgos pas (Cisco)

P. CmensaHckun, LINMAKC



N3meHeHune Ou3Hec-mopoenu

PEHTABEJIbHOCTb BU3HECA PEHTABENBHOCTb BU3HECA

npOMbILLIJ'IeHHoe npon3BoacTBO

OnepaTtop cBA3n
OHeprogobbiva

NHTepHeT npoBangep
Tspkenasa v nerkasi NPOMbILLUIIEHHOCTb

JocTyn K «TpaHCNOPTY» AOMXKEeH ObITb 0ecnfaTHbIM,
nsiaTHbIM AOMMKEH CTaTb KOHTEHT U YCNYru.

UHdopmaumsa o nonb3oBaTtene:

= llcnonb3oBaHuMe: nocellaemblie CanTbl, 3BOHKM U COODLLEHNS > 2011 - AT&T — 3anyck nogpasaenervs AdWorkds: nogaepxka
BKt0OYaa tmn HUA U NX YaCTOTY); o <
(BT BRI ST Luenesoun peknambl B web, mobunsHon cpene u TB.

= [eorpacus: rae HaxoguTca MOOUNbHOE YCTPONCTBO B KOHKPETHbIN
MOMEHT (YPOBEHb TOYHOCTM MOXET PasHUTLCS OT PAVOHA K 2013 — AdWorks oTkpblBaeT gocTtyn K aHanuay AgaHHbIX 70 MIH.

pavioHy); nonb3oBaTeneun.
= [lemorpadus: goxoq 4OMOXO3ANCTBa, YMCIOo 1 BO3pacT

NPOXMBAIOLLMX AeTeln; » 2012 — Verizon - 3anyck nHuumatmsbl Precision Market Insights —
= YpoBeHb Aoxoaa: TapuHbIM NnNaH, UCTOPUSA nnaTexen, natTtepH [OCTYN K MOBUMBbHBLIM AaHHbLIM Mofb3oBaTtenen ans

GO R L A MapKETUMHIOBbIX U PeKNaMHbIX KOMMaHUA.

o MyﬂbTI/II'IJ'IaTCbOpMeHHOCTbZ UCIMoJ1b30BaHNE JaHHbIX Ha Pa3HbIX

YyCTPOMCTBAxX U TUnNax nogkntodeHuns K cetn (3G, WiFi u T.n.).
P. CmensHckmin, LUMUKC



SDN n NFV : cxoxecTun u pasnuyus

NT ¢ 2007 roga SDN
>

appllcatlons with

Open API presents abstract, global network view

SDN Controller

Open methods for (,*onfugurlhg uacket forwarding
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User plane
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Cumboumos SDN u NFV

Tenekom

Open Flow

MonpueTtapHble
annapaTHble
cpeacTea

Overlay

Cloud IP

[opu3oHTanbLHas

apxuTekTypa APIS OpenStaCk
Data center
YHacnegoBaHHoe
obopyanosaHue Storages
A NFV 5 SDN
= NEY 3 SDN NFV

P. CmensaHckun, LINMAKC



NMpumep 1 cueHapus
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Mpumep 2 cueHapus
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SDN & VPN

SDN/VPLS Architecture

OpenFlow
Controller
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CUSTOMER A
SITE 1
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switch s 2
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OF :
switch Ys

CUSTOMER B
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SITE 2

NcTtouHuk: S.Konstantares, G.Thesolonikets Software Defined VPNs. University of Amsterdam, 2014
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Optical Transport Networks

BupTyanbHele cetn Ha 6asa OTN OedparmeHTUPOBaHUe 3arpy3Ku NMUHUNA
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Use-Case: Mobile SDN

Connected Emergency Video Voice & ] 2
Cars Services streaming video calling

CepBUCHI U NMPUTNOXEHUS

NMocToAHHO yCcnoXHaAwLleecs  Cetmpocrtyna  MVNO ~ Content B2B -
HenpeasuaeHHOE NoBeaeHue ycTpoucTea

Pacwupsawwmmnca gnanasoH YCTPOUCTB,
TUNoB goctyna, backhaul-texHonornm u

npoBangepos

Serv

Network control &

Big Data & automation, meta-policies

analytics

Ethernet

. m’b"n i
hl

BuptyanusnposaHHblie MoOunbHbie “smartcores” Ha ocHoBe NFV
ONga gocTtyna AeBancoB, CEPBUCOB Ha obulen nHgppacTpyKkType,
NOCTPOEHHOW Ha MHOIFOTEHaHTHOM “UHdpacTpyKTypa Kak cepsuc”

Compute , port Compute
laaS N = 7":;;.

NFV

Core Tfansport

Internet of
Things

NcTouHuk: Revolutionisingmobile networks with SDN and NFV / Cambridge Wireless Virtual Networks SIG, Philip Bridge, Senior Network Architect at EE, 2014




Use-case: Transport — SDN

MLWC Optimizer MLWC - Activator MLWC - Planner

SR 383 [&=] N TRT
é) @ :i NMPUNOXEHUS

OpkecTpauus u ynpasrieHue

Service -~ Cloud Broadband
YL E ou roaapan

AW?I’ e ‘ - Network Service

Policy ‘ ' sottnlier Controller

Controller : .
M--

! &= 1

KnueHTbl

McTtounuk: Telefonaktiebolaget LM Ericsson 2015 | MPLS SDN World Congress & NFV/SDN Summit 2015, Paris P. CmensaHckun, LINMAKC



OugeHka akcnnyaTayuMoHHbIX 3aTpaT B PUKCMpPOBaHHOM N MOBUNBLHOW CBS3U
c ucnosnb3oBaHnem SDN n NFV

Onpoc nposogunca cpean 35 eBponencKkmin onepaTopos.
KonnektnsHbin goxon kotopbix B 2013 rogy coctasun 250 mnpa.espo, rogosont OPEX coctaBun 150 mnpa.espo.
Ob6uiee konn4yecTBoO coTpyaHukoB — 665 000 yenoBek.

Impact on Fixed Operators Impact on Mobile operators

Euro billions 20 mnipA.eBpo

Adj OPEX Technology Adj OPEX Rewrite Final Adj Ad; OPEX Technology Adj OPEX Rewrite Final Adj
on-boarding operating OPEX on-boarding operating OPEX
model model

McTtounuk: Bell Labs/Alcatel Lucent «Reshaping the future with NFV and SDN», 2015 P. CmensaHckun, LINMAKC



Use-Case: SDN - be3onacHoOCTb

expectations

4 Smant Advisors
|Micro Data Centers
Digital Dexternty
-\
NEUroDUSINesSs
Cazen Data Science —
Biochips —
loT Platform —.
Connected Home —
Aftective Computing
SmanRobols
30 Blopnnting Systems for Organ Transplam
Volumetric Displays —%
Human Augmentation —2
Brain-Computer interface —
Quantum Comguting —

Bioacoushc Sensing A

Cryplocurnrency Exchange

People-Lierate Technology
Digtal Security

Advanced Anahtics With Salf-Servce Delvery
Autonomous Vehicles
Internet of Things
Speech4o-Speach Translabon
Machine Leaming
S Wearadles

Cryplocurencies

Consumé 3D Printing

Natural-Language Queston Answemng

Hybnd Cloud Computing

Augmented Reality
Gesture Control

Vinual Reality
Austonomous Field Vemcles

Vinual Personal Assistarts

/ SmartDust

Innovation
Trigger

Plateau will be reached in:

Peak of
Inflated
Expectations

Trough of

Disillusionment Slope of Enlightenment

time

Olessthan2years ©Z2toSyears @S5to10years A morethan 10 years

NcTouHunk: Gartner (2015)
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Enterprise 30 Printing

As of July 2015
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S D N = 6930" aCH OCTb 2014-05-12 99526:33.219 PDT [Statistics Collector] DEBUG o.0.c.p.o.i.InventoryServiceShim - Connection service \ \ nil;(xfax:"‘rm‘

accepted the inventory notification for OF|00:00:00:00:00:00:00:02 CHANGED
2014-05-12 09:26:34.217 PDT [Statistics Collector] DEBUG 0.0.c.c.internal.ConnectionManager - updateNode: OF |00 _ et
:00:00:00:00:00:00:03 type CHANGED props [Description[None]]

2014-05-12 09:26:34.217 PDT [Statistics Collector] DEBUG o.o.c.s.internal.SwitchManager - updateNode: OF|00:00:
00:00:00:00:00:03 type CHANGED props [Description[None]] for container default

2014-05-12 09:26:34,217 PDT [Statistics Collector] DEBUG o.0.c.p.o.i.InventoryServiceShim - Connection service
accepted the inventory notification for OF|00:00:00:00:00:00:00:03 CHANGED

2014-05-12 09:26:51.791 PDT [SwitchEvent Thread] DEBUG o.o.c.h.internal.HostTracker - Received for Host: IP 10.
0.0.1, MAC 000000000001, HostNodeConnector [nodeConnector=0F|1@0F|00:00:00:00:00:00:00:01, vlan=0, staticHost=f
alse, arpSendCountDown=0]

2014-05-12 09:26:51.794 PDT [Thread-37] DEBUG o.o.c.h.internal.HostTracker - New Host Learned: MAC: 00000000000
i IP: 10.0.0.1

2014-05-12 09:26:51.794 PDT [Thread-37] DEBUG o.o.c¢.h.internal.HostTracker - Notifying Applications for Host 10
.0.0.1 Being Added

LINK_SRC_PORT 2014-05-12 99 26:51.795 PDT [Thread-37] DEBUG o.o.c.h.internal.HostTracker - Notifying Topology Manager for Hos
LINK_SRC_PORT_STATE t 10.0.0.1 Being Added Call a System Exil Function

LINK DST SWITCH - :00:00:00:00:60:00:0 P 2014-05-12 09:26:51.796 PDT [SwitchEvent Thread] INFO o.o.controller.attack.crash.Crash - [ATTACK.CRASH] Packe

LINK_DST_PORT % Racélved
LIM-[)‘Y—PORT STATE 2014-05-12 09:26:51.796 PDT [SwitchEvent Thread] INFO o.o.controller.attack.crash.Crash - [ATTACK.CRASH] Syste

m.exit() called
LINK_VALID_TIME 1390964347029 2014-05-12 09:26:51.798 PDT [Listener:59957] DEBUG com.arjuna.ats.arjuna - Recovery listener existing com.arjun
LINK_TYPE internal a.ats.arjuna.recovery.ActionStatusService
2014-05-12 09:26:51.798 PDT [Thread-ll] DEBUG org.jgroups.stack.GossipRouter - ConnectionHandler[peer: /127.0.0
.1, logical_addrs: localhost-12306] is being closed
2014-05-12 09:26:51.805 PDT [Thread 11] DEBUG org.jgroups.stack.GossipRouter - router stopped

OpenDayLight has beer

LINK_TABLE_NAME
LINK_ID
LINK SRC_SHITCH

LINK_TABLE_NAME
LINK_ID
LINK_SRC_SWITCH
LINK_SRC_PORT e D
e I e ooty e e et | | pRRE AR s i :.'.,;::::‘.‘:..' 1o by g gl
LINKCDST PORT e T ek ) £ - B i e 15 e s ST QLS VT B rvntge v

' - { ol b < 1 N 1 oot Moot P ¢ 1 o ( Cants S -
LINK_DST_PORT_STATE = 8 L o g Spoet Coatretlar - M3 comtrall ot st et by poipen ~ ; o Yo -
LINK_VALTD_TIHE 1398964347626 0 servar sori 013] 199, s enelighgons rash - (ATTACGK) Crash : W arp: jbonts

AL OTg. ROt T Ly Randler . TINeodt Redd ! lnete Daodor  AessageRtece’ vl Read! Lassvtiurd Lo, Jon
LINK_TYPE internal

ATTACK]
ATTACK]
- [ATTACK] dof Randle_Packet1n(event: T P Z T 2o WK B.b Aot e Tt Srorth
. [ATTACK] LINK_TABLE_NAME controller_Link osc R revci s e T8 22:28.398 [n0n-bghwesd-1] THACE nb. Joscmimges . Losrrimiastch - [RTTACRY Crash ACoLICALIS
- [ATTACK) LINK. 10 £9:59:00:08:00:00:00:62-2-00:00:00:00:00:06:60:01-2 > s i Sladnnmaistnt-w [ ¢ { X {
ATTACK] LINK_ SQE SHITCH ©99:90:00:06:00:00:08:62 " >

ATTACK] LINK_SRC_PORT 2 1
ATTACK] UNK SRC "ORY STATE = 8

ATTACKX] LINK DST SWITOH 09:0809:00:08:00:00:08:81 ayz.exit 1U)

ATTACK] LINK_DST_PORT 2 " y 2 5.9, searnirgee [ p——
ATTACK] LINK_DST_PORT_STATE = 8 - 4 DTt I 3 jemgremtvh - |AFka] aliecurae e iie
- [ATTACK] LINK_VALID TINME 1398964347826 3 s k% 9 g —— 1

- [ATTACK] LINK_TYPE tnternal
- [ATTACK]

¥
link 1)
InK 1

[ATTACK] Access InternalD8 : delete Link Information

Nctounuk: KAIST Atto Research Korea, 2014




SDN - 6e3onacHoOCTb

YcTpoucrtea OF cetn — Data Plane

. Ya3sumocTu nporpamMmMmHoro obecneyeHus
a. HeyCTOMYMBOCTb KOa K BHELUHWM BO3OENCTBUAM

o} Ko4 C yA3BMMOCTAMU
«  ATakum c ncnosnb3oBaHMeEM BPEOOHOCHOIO Koaa
. DDoS artaku
- ATaka ceTeBblX YCTPOUCTB U3HYTPU CETU

- BpenoHocHble ycTporictBa B OF-cetn

KaHanbl cBA3M

» B kaHanax Open Flow ncnone3sytorca SSL/TLS, HO
AaHHbIE NPOTOKOSbl HE ABMAAOTCSA 00a3aTeNbHbIMU

* AyTeHTuduKaumna mexagy KoHTponnepom n OF
yCcTponcTesamm

* DDo0S atakn — nogaepxaHue HacbILLEeHHOCTU KaHana

KoHTponnep

ObecneyeHne 6e3onacHOCTM KOHTposnepa
KomMmnpomeTaums KoHTponnepa no3BorsaeT aTakyowmm ynpaBnsTe BCEN
CETbIO

DDoS artaku Ha KoHTpornep
MopaernbHbIN KOHTPOMSIEP MOXET UBMEHATL TOMOSTOMNIO CETU
Ctpornn mexaHmsm ayTeHTUuKaummn ana goctyna kK SDN-KOHTposnnepy

LlennocTHOCTbL KOHTposnnepa

BHenpeHue HexenartenbHOn MHOpMaLun B KOHTposifep

Control Plane

TpebyeTcs obecneveHne besonacHocTu control plane, ynpaBsneHue
aBTOpM3aumen AocTyna aAng ceTeBblX NPUIOXEHNUN
TpebyeTtcsa ayTeHTUMKaLNa AoCcTyna NpUnoXxeHun Ha control plane

CeTb gormkHa obcnyxusaTtb TpeboBaHnA GU3HEC NPUNOXEHNIA,
forvka AaHHbIN NPUNOXEHU onpeaensieT cnocobbl obecneyeHns
©e3onacHocTu

P. CmensaHckun, LINMAKC



KoHBepreHTHas ceTb

Enterprise VAP

Private
Cloud
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Public

NFaa$S
Cloud/CDNs

Vendors

CerTeBble
NMPUNoOXeHUA

SDN control

NFV management and orchestration
KOHBepl'eHTHbIe npunoXxexHunAa ?

VNF
cocpenoToYeHHbIN B
ceTu garta-ueHTpoB

IP/onTu4yeckue
cetTmn

OnNnTUMMU3NPOBaHHbLIN .,l\ :
npoBoaHown/ +

| %3
Gecniposoanoit AceTyn || (@

(Service platforms, OSS/BSS

VNF
pacnpeneneHHbIA Ha

rpaHvue obrna4vyHon
ceTtn

AuHaMun4Hble
nporpamMmmMHO-

KOH(Urypupyembie
VPN

Telco Central

Cloud Services/ Telco Central

Cloud Services/
CeTteBoOe sgpo
All-IP/Optical

CeTteBOMn
aoctyn/IP/MHTepHeT/
OonTu4yeckue cetn

>/ 2k Qos

Ob6opynoBaHue KOHEYHOro
nonb3oBarTens

P. CmensaHckun, LINMAKC

NcTtounuk: Bell Labs Alcatel Lucent «Reshaping the future with NFV and SDN», 2015



UHdopmaunoHHasa ceTb VS KoMnblOoTepHas ceTb

Information Centric Networking

NHTepHeT cerogHsa

B coBpeMeHHOM NHTEpHETE
AKUEHT Ha OOMUHMpPYoLWas yHKUMA
— OOCTYn K nHpopmaumu!

y3nax

BaxHble TpeboBaHus:

e [OCTYyN K Ha3BaHHbIM pecypcam, a He
XOocTam

* MacwTabupyemoe pacnpegeneHme Yepes
pennmnKaLuno n KalmpoBaHme

*  XOPOLUWIM KOHTPOIb paspeLuatoLlen
CNOCOBHOCTN MapLupyTM3aumMn n goctyna

Information Centric Network

dokyc Ha obbekTax MHopmaumm
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C noBceMecCTHbIM KawmpoBaHuem, HO ans
BCEX NPUNOXEHUN N AN BCEX
nonb3oBaTenen n npoBangepoB KOHTEHTA!

P. CmensaHckun, LINMAKC



NMoTeHuManbHbIe HOBbIe HUWKU ansa SDN u NFV

OuHamMnyeckoe obecneyeHue ycnyr HoBble paclumpeHHblie ycnyru

[MpenocTaBneHne NPonycKHOM CNOCOBHOCTH
no TpeboBaHuto

PaclwmnpeHne BO3MOXHOCTU ynpaBneHus
nonb3oBaresnieM BUpTyasibHbIMU CETAMM
(TeHaHT)

QnacTuyHas NponyckHasi cnoCobHOCTb,

yu4nTbiBaOLLast «B3PbIBHOM» Tpaduk

OnTMMmM3auns kadyectsa obCnyxmBaHUs
CEpPBUCOB B peXnMe pearibHOro BpeMeHu 1 B
3aBNCUMOCTM OT KOHTEKCTa

BeicTpoe pa3sepTbiBaHME U
KOHpUrypupoBaHue MH(popMaLMOHHbIX
pecypcoB npeanpuaTus

Bo3aMOXHOCTb BbICTPpON KOCTOMU3aL MU
cepBuca

dbenepaumns MHaAMUYECKUX BUPTYarbHbIX
ceTen OT pa3Hbix ornepaTopoB

KoHTekcTHast onTumMmsaums kayectea
CEPBUCOB B PEXNUME pearnbHOro
BpEMEHMU

Cepsucbl besonacHocTu: firewalls, IPS.
IDS n 6e3onacHOCTb KOHEYHbIX
norib3oBaTtesien

laas: BblYMCNEHNE, XPaHEHNE U
«pabo4vnin cTon» Kak cepsuc

CeteBble oyHKUKUM Kak cepsuc (VIMS un
VEPC)

CBSI3HOCTb NOAKMHOYEHHOrO
npeanpuatusa: SD-VPN n BupTyasnbHble
CPE cepBuchbl

Wctounuk: Bell Labs Alcatel Lucent «Reshaping the future with NFV and SDN», 2015
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«Ecnun B 80-e roabl rmaBHbIM ObIN1O

KadecTBO, a B 90-€ — PEVHXNHUPUHT,

To B 2000-e rnaBHoe ».
Bill Gates, Microsoft

«To, HacKoNbKO BLICTPO Bbl MOXETE
CBOW Lenu, nyyiie
BCEro XxapakTepmsyeT Bally KOMMAHUIO.
[MosTomMy Hago npuBMBaTh NOASAM
Hapgo roBoputb O
nepemeHax NoCTOSAHHOY.
Jack Welch, General Electric

P. CmensHckmin, LUMUKC
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