MNMuwem cueHapuun

NNCTAHP CueHapwui FirewallAuditReport.vbs

WScript.Echo VbCrLf & "Firewall Audit Report" & VbCrLf & String(21, "=") & VbCrLf
‘ Onpegensiem Ans kakoro npouns nonb30BaTeSlb X04eT NPOBOAUTL ayANT.
If WScript.Arguments.Count = 0 Then
iType=2
Else
Select Case LCase(WScript.Arguments(1))
Case "domain"
iType=0
Case "standard"
iType=1
Case “current"
iType=2
Case Else
WScript.Echo "Usage: fwAudit.vbs [standardIdomainlcurrent]”
Stop
End Select
End If

‘ Co3naem 06beKT NoKanbHO| MONUTUKN.
Set objPol = CreateObject("HNetCfg.FwMgr").LocalPolicy.GetProfileByType(iType)
‘ Onpepensem TN 06beKTa NONNTUKN, ANF YKA3aHNA B OTYeTE
‘ MO3TOMY ecnu NoNib30BaTesb yKa3biBaeT napametp "Current,” Mbl MOXeT yKkasaTtb Tum.
Select Case objPol.Type
Case 0
sType = "Domain Policy"
Case 1
sType = "Standard Policy"
Case Else
sType = "Other (" & objPol.Type & ")"
End Select
‘ [TokasbiBaeM rnobanbHble HACTPOMKIN TEKYLLEro npoguns.
WScript.Echo "Global Settings:"
WScript.Echo GetCheck(objPol.FirewallEnabled) & "Firewall enabled"
WScript.Echo GetCheck(objPol.ExceptionsNotAllowed) & "Don’t allow exceptions"
WScript.Echo GetCheck(Not objPol.NotificationsDisabled) & "Notficiations" & VbCrLf

‘ BbIBOANM CNNCOK BCEX CETEBbIX MHTEPIEACOB 1 MHGOPMaLIMIO 06 COCTOSHMN CETEBOT0 3KpaHa AN KaXXA0ro 13 HMX.
WScript.Echo "Per-interface settings:"
Set objNSh = Wscript.CreateObject("HNetCfg.HNetShare.1")
For Each objNetConn In objNSh.EnumEveryConnection
Set objNShCfg = objNSh.INetSharingConfigurationForINetConnection(objNetConn)
Set objNCProps = objNSh.NetConnectionProps(objNetConn)
Wscript.echo GetCheck(objNShCfg.InternetFirewallEnabled) & " & _
objNCProps.Name & "—" & _
0bjNCProps.DeviceName
Next

@  Co3faem 3aronoBoK Tabnuubl AN UCKOYEHUIA CETEBOr0 3KpaHa.
WScript.Echo VbCrLf & VbCrLf & "Exceptions” & VbCrLf & String(10, '=") & VbCrLf
WScript.Echo " X Name" & Space(30) & "Ports" & Space(6) & "Scope"
WScript.Echo String(79, "-")
‘ BbIBOAWUM BCE UCKITIOYEHUS A5 CNYXO.
For Each objService In objPol.Services
sLine = GetCheck(objPol.FirewallEnabled)& " & _
FormatColumn(objService.Name, 34)
* Onpeaensiem Kakue NopTbl MCMONL3YIOTCA CAYXO0IA.
For Each oPort in objService.GloballyOpenPorts
sLine = sLine & _
FormatColumn(GetProtocol(oPort.Protocol) & "" & _
oPort.Port, 11) & _
FormatColumn(GetScope(oPort), 22) & VbCrLf & Space(38)
Next
sLine=Trim(sLine)
WScript.Echo Left(sLine, Len(sLine)-1)
Next
‘ BbIBOAW BCE UCKHOYEHNA ANS NPUNTOXKEHUIA.
Set objFS = CreateObject("Scripting.FileSystemObject")
For Each objApp In objPol.AuthorizedApplications
sLine = GetCheck(objApp.Enabled)& "
If objFS.FileExists(objApp.ProcessimageFileName) Then
sLine = sLine & FormatColumn(objApp.Name, 34)
Else
sLine = sLine & FormatColumn(objApp.Name & " ** Missing **', 34)
End If
‘ TpunoXeHns OTKPbIBAIOT BCE MOPTbI, HAM HEO6XOAMMO YKa3aTb TONbKO 06M1aCTb MPUMEHEHUS.
sLine = sLine & FormatColumn("Any", 11) & GetScope(objApp)
WScript.Echo sLine
Next
‘ BbIBOAMM BCE UCKIIOYEHUS AN17 MOPTOB.
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For Each oPort in objPol.GloballyOpenPorts
sLine = GetCheck(oPort.Enabled)& "™ & _
FormatColumn(oPort.Name, 34)
sLine = sLine & FormatColumn(GetProtocol(oPort.Protocol) & " " & _
oPort.Port, 11) & FormatColumn(GetScope(oPort), 22)
WScript.Echo sLine
Next

@ ‘ BbIBOANUM BCE CXeMbl NOPTOB AN NHTEP(elicoB.
WScript.Echo VbCrLf & VbCrLf & “Interface-Specific Port Mappings" & VbCrLf & _
String(32,"=") & VbCrLf
Set objNSh = Wscript.CreateObject("HNetCfg.HNetShare.1")
For Each objNetConn In objNSh.EnumEveryConnection
Set 0bjNShCfg = objNSh.INetSharingConfigurationForINetConnection(objNetConn)
Set objNCProps = objNSh.NetConnectionProps(objNetConn)
Set colPortMaps = 0bjNShCfg.EnumPortMappings(0)
Next
‘ NpoBepsiem, BKNKOYEHbI N CXEMbI MOPTOB Ha JAHHOM UHTepelice
 @CNN HET, TO Mbl He 0TOBpPaxkaem UHTepdeiic B 0T4eTE.
iPortMapCount = 0
For Each objPortMap in colPortMaps
If objPortMap.Properties.Enabled = True Then iPortMapCount = _
iPortMapCount + 1
Next
‘ BbIBOANM BCE CXeMbl MOPTOB A1 JAHHOTO MHTEpdenca.
If iPortMapCount > 0 Then
WSCript.Echo VbCrLf & objNCProps.Name & " — " & _
0bjNCProps.DeviceName & VbCrLf
WScript.Echo "Name" & Space(17) & "External Port" & Space(8) & _
“Internal Port" & Space(4) & "Internal IP Address"
WScript.Echo String(79,"-")
Set colPortMaps = objNShCfg.EnumPortMappings(0)
For Each objPortMap in colPortMaps
If objPortMap.Properties.Enabled = True Then
If objPortMap.Properties.IPProtocol=6 Then
sProto="TCP"
Else
sProto="UDP"
End If

WScript.Echo FormatColumn(objPortMap.Properties.Name, 21) & _ F ormatColumn(GetProtocol(objPortMap.

Properties.IPProtocol) & _ " Port " & objPortMap.Properties.ExternalPort, 21) & _

InternalPort, 17) & _ FormatColumn(objPortMap.Properties.TargetIPAddress, 20)
End If
Next
End If
Next

‘ [lepeBogMM HOMep NPOTOKOMA B (DOPMAT CTPOKM.
Function GetProtocol(Protocol)
Select Case Protocol

Case 6
GetProtocol = "TCP"
Case 17
GetProtocol = "UDP"
Case Else
GetProtocol = "Other"
End Select

End Function
* ®opmunpyem CTPOKY C 061aCTbI0 NPUMEHEHUS.
Function GetScope(oPort)

Select Case oPort.Scope

Case 0
GetScope = "Any computer”
Case 1
GetScope = "Local subnet"
Case 2
GetScope = oPort.RemoteAddresses
End Select

End Function
‘ dopmupyem TEKCT C ONpeSeNleHHON LWNPUHOIA cToNbLa.
Function FormatColumn(sText, iLength)
If Len(sText) >= iLength Then
FormatColumn = Left(sText, iLength — 1) & " "
Else
FormatColumn = sText & Space(iLength — Len(sText))
End If
End Function
* OYHKUMA KOHBEpTaLMK 6yneBoi nepeMeHHON B None Bbi6opa.
Function GetCheck(Condition)
GetCheck ="[" + Chr(-(56 * Condition) + 32) + "] "
End Function
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